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(54) DVD-Enabling code server and loader for a console-based gaming system 



(57) A peripheral dongle is attachable to a console- 
based gaming system to facilitate playback of DVD mov- 
ies on the gaming system. The dongle stores the DVD 
playback code. The gaming system executes software 



that facilitates transfer of the code from the dongle to 
the gaming system. The software utilizes a high-level 
bus protocol to support the transfer over a Universal Se- 
rial Bus (USB) and exposes an application program in- 
terface to enable calls into the protocol. 



Csl 

< 

CM 
LO 
l— 

O) 
CD 
CO 



0L 
LU 



-100 



1 4 _ Game Console 1QZ 

. -1 



Central Processing Unit m 



level i Cache 



level 2 Cache 
212 



Processing Encoder 
Unit 220 



Flash ROM 
Memory 
201 



MEMORY 

Controller 



Audio 
Processing 
Unit 224 



Audio 
Codec 
222 



A/v 
Port 
m 



RAM Memory 2DB 



use Host 
Controller 
2ffl 



21 



Portable 
Media drive 
1B& 



Hard Disk Drive m 



U1APP2SQ "1 



[Code Server 2Ztt| 



Loader 212 I 



Dual 
Controller 

Port 
Subassembly 

240M1 



3 



T 



NW 
l/F 
232 



System Power 
Supply Module 
2sa 



Fan 252 



Front Panel 
I/O 

Subassembl 



Controller 
mm 



Controller 

nam 



Dongle 15Q 



T \40< 3 ^ t 1 
lj Mem. Unit] L[ mem. untt 




Controller 

Port 
Subassembl 



24U2L. 



1_ 



140(5) 



Controller 

mo 
3 



Mem. Unit ] 
C 140(6) 



Printed by Jouve, 75001 PARIS (FR) 



EP1 369152 A2 

Description 



TECHNICAL FIELD 



[0001] This invention relates to console-based gaming systems, and more particularly, to software that enables down- 
load of enhancement code from peripheral devices to the console-based gaming systems. 

BACKGROUND 



[0002] Video games for console-based gaming systems are distributed on optical disks. The game consoles are 
equipped with an optical disk drive to play such video game disks. With some modifications, the gaming systems can 
be configured to read optical disks that contain other forms of content besides games, such as audio CDs (compact 
disks) and movie DVD (digital video disk) movies. The following disclosure addresses one way to implement playback 
of DVD movies on a console-based gaming system. 



SUMMARY 



[0003] A peripheral dongle is attachable to a console-based gaming system to facilitate playback of DVD movies on 
the gaming system. The dongle stores the DVD playback code. The gaming system executes software that facilitates 
transfer of the code from the dongle to the gaming system. The software utilizes a high-level bus protocol to support 
the transfer over a Universal Serial Bus (USB) and exposes an application program interface to enable calls into the 
protocol. 



BRIEF DESCRIPTION OF THE DRAWINGS 



[0004] 



Fig. 1 illustrates a gaming system with a game console, one or more controllers, and an attachable dongle that 
enables DVD playback. 

Fig. 2 is a block diagram of the gaming system. 
Fig. 3 shows a front elevation view of the dongle. 
Fig. 4 shows a side elevation view of the dongle. 
Fig. 5 shows a back perspective view of the dongle. 
Fig. 6 is a block diagram of the dongle. 

Fig. 7 illustrates how the dongle interfaces with the game console. 

Fig. 8 is a flow diagram of a startup process for initiating DVD playback on the gaming system. 

Fig. 9 is a flow diagram of a process for downloading DVD playback code from the dongle to the game console 

every time the dongle is attached. 

Fig. 10 is a flow diagram of a process for downloading DVD playback code from the dongle to the game console 
when the dongle is attached the first time, and then validating the code with each subsequent attachment. 

DETAILED DESCRIPTION 



[0005] This following discussion generally concerns a flexible technique for upgrading consumer electronics devices 
with upgrade features made available via peripherals that can be added onto the devices. The peripheral stores the 
code and when connected to the consumer electronics device, downloads the code to the consumer electronics device 
to add capability. This added capability can then be exploited by the peripheral. For discussion purposes, the technique 
is described in the context of a peripheral dongle for a console-based gaming system. 

Gaming System 



[0006] Fig. 1 shows an exemplary gaming system 1 00. It includes a game console 1 02 and one or more controllers 
as represented by controllers 104(1) and 104(2). The game console 102 is equipped with an internal hard disk drive 
and a portable media drive 106. The portable media drive 106 supports various forms of portable storage media as 
represented by optical storage disc 108. Examples of suitable portable storage media include DVD, CD-ROM game 
discs, game cartridges, and so forth. 

[0007] The game console 102 has four slots 110 on its front face to support up to four controllers, although the 
number and arrangement of slots may be modified. A power button 112 and an eject button 114 are also positioned 
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on the front face of the game console 102. The power button 112 switches power to the game console and the eject 
button 114 alternately opens and closes a tray of the portable media drive 106 to allow insertion and extraction of the 
storage disc 108. 

[0008] The game console 1 02 connects to a television or other display (not shown) via A/V interfacing cables 120. 
5 A power cable 1 22 provides' power to the game console. The game console 1 02 may further be equipped with internal 
or externally added network capabilities, as represented by the cable or modem connector 124 to facilitate access to 
a network, such as a local area network (LAN) or the Internet. 

[0009] Each controller 104 is coupled to the game console 102 via a wire or wireless interface. In the illustrated 
implementation, the controllers are USB (Universal Serial Bus) compatible and are connected to the console 102 via 
10 serial cables 130. The controller 1 02 may be equipped with any of a wide variety of user interaction mechanisms. As 
illustrated in Fig. 1 , each controller 1 04 is equipped with two thumbsticks 132(1) and 132(2), a D-pad 134, buttons 136, 
and two triggers 138. These mechanisms are merely representative, and other known gaming mechanisms may be 
substituted for or added to those shown in Fig. 1 . 

[0010] A memory unit (MU) 140 may be inserted into the controller 104 to provide additional and portable storage. 
15 Portable memory units enable users to store game parameters and transport them for play on other consoles. In the 
described implementation, each controller is configured to accommodate two memory units 1 40, although more or less 
than two units may be employed in other implementations. 

[0011] A dongle 150 is provided to enable DVD movie playback capability. The dongle 150 has a compatible con- 
nector that allows the dongle to be inserted into one of the slots 110. The dongle connector is thus similar in shape to 
20 the connectors on the game controllers 1 04. The dongle 150 stores DVD playback code that enables program decoding 
and playback of DVD video movies. Upon connecting the dongle 1 50 to the console, the DVD playback code residing 
on the dongle is downloaded to the console to enable movie playback capability. The dongle 150 also has an IR receiver 
to receive commands from a remote control 152 over wireless link 154. 

[0012] The dongle is thus capable of performing three separate functions. It stores the DVD playback code that, 
25 when downloaded to the game console, facilitates playing of DVD movies on the gaming system. The dongle also 
supports an IR receiver/decoder to accept common DVD commands from a remote control. Thirdly, the dongle acts 
as a playback enabler, in that the game console verifies that an authentic dongle is inserted before permitting DVD 
playback. 

[0013] While the dongle is described as storing DVD playback code, it may be used to store code that enables other 
30 functionality of the game console. For instance, the dongle may be used as an IR receiver that enables the remote 
control 152, or other IR-enabled remote device, to exploit the added functionality of the game console that would not 
otherwise be available in the absence of the dongle. 

[0014] The gaming system 100 is thus capable of playing games and music, and with the dongle 150 attached, DVD 
video movies. With the different storage offerings, titles can be played from the hard disk drive or the portable medium 
35 1 08 in drive 1 06, from an online source, or from a memory unit 1 40. A sample of what the gaming system 1 00 is capable 
of playing back includes: 

1 . Game titles played from CD and DVD discs, from the hard disk drive, or from an online source. 

2. Digital music played from a CD in the portable media drive 106, from a compressed file on the hard disk drive 
40 (e.g., Windows Media Audio (WMA) format), or from online streaming sources. 

3. Movies played from a DVD disc in the portable media drive 106, from a file on the hard disk drive (e.g., Windows 
Media Video (WMV) format), or from online streaming sources. 

[0015] Fig. 2 shows functional components of the gaming system 1 00 in more detail. The game console 1 02 has a 
45 central processing unit (CPU) 200 and a memory controller 202 that facilitates processor access to various types of 
memory, including a flash ROM (Read Only Memory) 204, a RAM (Random Access Memory) 206, a hard disk drive 
208, and the portable media drive 106. The CPU 200 is equipped with a level 1 cache 210 and a level 2 cache 212 to 
temporarily store data and hence reduce the number of memory access cycles, thereby improving processing speed 
and throughput. 

50 [0016] The CPU 200, memory controller 202, and various memory devices are interconnected via one or more buses, 
including serial and parallel buses, a memory bus, a peripheral bus, and a processor or local bus using any of a variety 
of bus architectures. By way of example, such architectures can include an Industry Standard Architecture (ISA) bus, 
a Micro Channel Architecture (MCA) bus, an Enhanced ISA (EISA) bus, a Video Electronics Standards Association 
(VESA) local bus, a Peripheral Component Interconnect (PCI) bus, and a Lightning Data Transport (LDT) bus. 

55 [0017] As one suitable implementation, the CPU 200, memory controller 202, ROM 204, and RAM 206 are integrated 
onto a common module 214. In this implementation, ROM 204 is configured as a flash ROM that is connected to the 
memory controller 202 via a PCI (Peripheral Component Interconnect) bus and a ROM bus (neither of which are shown). 
RAM 206 is configured as multiple DDR SDRAM (Double Data Rate Synchronous Dynamic RAM) modules that are 
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ZZEESL T »t V mem0ry COntr0 " er 202 Via Separate buses < not show ">- ^ hard disk drive 208 and 
fooTei ASDaZZ C ° nneCted t0 mem0ry COntr0 " er Viathe PCI bus and an ATA (AT Attachment! bus 216 
end hLh t , 9 9 P . r ° CeSSing Umt 220 and 3 Video encoder 222 form a ^deo processing pipeline for h qh speed 

222 V1 a a digital video bus (not shown). An audio processing unit 224 and an audio codec (coder/decodert 226 form 
a correspond audio processing pipeline with high fidelity and stereo processing. Audio date t SSSSiSl 

uZJh S l ° ^ M < audio/vide °> 22 8 for transmission to the television raESTE^ 

10 SST A 7 lem f ntatlor \ the video and audi ° Pressing components 220-228 are mounted onTmodule 2 4 
[00 9] Also implemented on the module 21 4 are a USB host controller 230 and a network interfaced The USB 

ho Jo? IT h 13 ? UP ' ed t0 the CPU 200 and the memorv contro,ler 2 ° 2 ^ a bus (e g Pa bus' and serves as 
P ?Tm T COntr °" erB 104 < 1 >- 104 < 3 > and d ongle 150. The network interface 232 provides access o a 
nclinoan T"? ^ 66 "* ° f 3 Wide V3rietV ° f Various wired " wireless in erface exponents 

r 5 S 9 r h Card ' 8 m ° dem ' 8 B ' Uet00th module - a cable mode ™. and the like. components 

5S2hi *T C ° nSOle 102 haS ^ dUal C0ntr0ll6r su PP° rt subassemblies 240(1) and 240(2) with each sub- 
SSi&S?" ""rrT" and/ ° rthe DV ° enabli ^ d0 "9 la - this illustS r z e - 
«X> and" £ ^donate?^ ^°, the ,irst controller su PP° rt ^assembly 240(1) and a third game controller 

104(3) and the dongle 150 are connected to the second subassembly 240(2). A front panel I/O subassemblv s>2 

f°e 02 iw O mlT 0 ^ 11 ? 18 14 ° (1) - 140(6 ) are "'crated as being connectable to the three controllers 104(1)-104(3) 
i 0 s 0 e 2 nLn?o e n 9 H me C °, nS0,e 1 ? implements a cryptography engine to perfoim common cryptographic functions such 

» ST s i 9nin H 9, hashin9 ' and the like - The cwt ° gra hv en ^ ™ * - 

on me CPU " so^anh. ?pm if , Jf"" 6 St ° red mem0,y (6g " R0M 204 ' hard disk drive 208 > executes 
rnn™ a , configured to perform the cryptographic functions. 

nowfL l C ° nS US6r interfaCe (U ° ^P" 03 " 0 " 260 is stored ° n tha hard disk drive 208. When the game console is 
xSed OPU^Z:^ T^r ^ m M ° RAM 206 and/or -cne'To 2 " 2 an 

SS^SSiST m ° mem0ry ' SUCh 85 R ° M 2 ° 4 - ' n ° ne im P |6m ^ation, the code serve 270 is embodied 
45 Exemplary Dongle 

[0026] Figs. 3-5 show one exemplary implementation of the dongle 150. The donqle 150 has a main bodv w an n 

iTuToZZiZTrT m r, body 3 ° 2 - ,n the described imp — i *s;ssss 

» consolelee Fia 1 Z! ! T^T* ^ J"" 1 ' 0 " lnto 3nV ° ne ° f the four slots 110 °" *e face of the game 

srs Sissrr • but other shapes are — ~ -» - 

[0027] The viewer controls DVD operation on the gaming system using the remote control 152 fFia 1 > Th* mm 
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within the plastic encasing of the dongle body 302. An IR receiver 602 is coupled to the IR lens 306 to receive the 
infrared signals and decode them into remote control codes. As one possible implementation, the IR receiver and 
decoder 602 may support standard RCA DVD remote control codes so that the dongle 150 is compatible with most 
universal remote controls. 

5 [0029] A microcontroller unit 604 is coupled to the I R receiver 602 to receive and operate on the control codes entered 
by the viewer. The microcontroller604 is coupled to a USB interface 606, which facilitates data I/O through the connector 
304 when the dongle 1 50 is plugged into the game console. Additionally, power is delivered from the game console to 
the dongle via the USB interface 606 when the dongle 150 is inserted and the game console is powered on. 
[0030] The dongle 1 50 further includes a read on ly memory (ROM) 608 to store DVD playback code 61 0 that facilitates 

10 playback of movies and other content from a DVD. The ROM 608 can be implemented as a mask ROM (as illustrated), 
a flash ROM, or other types of ROM. The playback code 610 is stored as a pre-encrypted ROM image consisting of 
multiple accessible pages. Each page is a predefined size (e.g., 1 Kbyte). The ROM 608 is coupled to the microcontroller 
604 via bus 612, which has multiple data lines (e.g., 8 data lines) and multiple address lines (e.g., 20 address lines). 
The microcontroller 604 can specify individual pages using the address lines of bus 612, and the retrieved code is 

15 passed out over the data lines of the bus. 

[0031] The microcontroller 604 executes firmware 614 to facilitate downloading of the DVD playback code 610 from 
the ROM 608, through the USB interface 606, and to the game console 1 02. A power-up reset 616 executes each time 
the dongle is initially plugged into an active game console, or each time the game console is powered on. The power- 
up reset 61 6 resets the microcontroller 604 to begin executing firmware 61 4. 

20 [0032] By maintaining the code 61 0 in ROM 608, the dongle 1 50 effectively stores all of the software capabilities to 
enable DVD playback on the gaming system. When the console Ul application 260 detects DVD movie media, the Ul 
application 260 begins the process of playing a movie. If the dongle 150 is present, the Ul application 260 downloads 
the DVD playback code 6 1 0 to the game console RAM memory 206, where the code is installed without user i nteraction . 
Then, the Ul application 260 operates as a DVD player, receiving standard user commands (e.g. play, pause, forward, 

25 reverse, skip, etc.) from a remote control handset. If the dongle 1 50 is not present, the download of the DVD playback 
code 610 fails, and the Ul application 260 displays a message indicating that the dongle 150 is required to play DVD 
movies. 

[0033] The dongle 1 50 may also be configured to function as a playback enabler. When a viewer loads a movie DVD 
into the tray, the game console first checks if an authenticable dongle 150 is inserted into a port 110. In this mode, the 

30 game console would already have a stored copy of the DVD playback code 610. Small random sections of the DVD 
playback code 61 0 would be downloaded and compared to the copy already present on the game console hard disk 
drive 208. If a dongle is not installed, or a device that cannot be authenticated as the dongle 150 is installed, the DVD 
movie playback function is inhibited and not available to the viewer. Whether or not the dongle 150 is used for down- 
loading code or simply enabling it, when the dongle 150 is removed, the Ul application 260 disables DVD video func- 

35 tionality. 

Code Server and Loader 

[0034] The code server and loader software implemented on the game console 1 02 facilitates download of the DVD 
40 playback code 61 0 from the dongle 1 50 to the game console. Generally, the code server 270 is responsible for obtaining 

the playback code 610 over a USB connection from the dongle. The code server uses a high-level bus protocol for 

requesting the code and moving it across a USB wire. The loader is responsible for decrypting the pre-encrypted DVD 

playback code 61 0 into memory. The loader also resolves dependencies, akin to a DLL (dynamic linked library) loader. 

[0035] Fig. 7 illustrates one particular implementation of the code server 270 and loader 272 when the dongle 150 
45 is plugged into a slot on the game console 1 02. The code server 270 implements a high-level bus protocol on top of 

a conventional OHCI/USB protocol. Accordingly, the code server is shown coupled to an open host controller interface 

(OHCI) 702, which in turn is connected to a USB wire 704. 

[0036] When the dongle 150 is inserted, the connector member 304 connects to a USB wire 704. The coder server 
270 gets the DVD playback code 610 from the ROM 608, using either synchronous or asynchronous transfer tech- 
50 niques, and provides the code to the loader 272. The loader 272 decrypts the code as it is received and stores the 
code in the console memory. In one implementation, the DVD playback code is temporarily stored in RAM 206 to 
facilitate DVD movie playback. When the gaming system is powered "off", the code is lost. In an alternative implemen- 
tation, the code may be stored on the hard disk drive 208. Both implementations are described below in more detail. 
[0037] The high-level bus protocol supported by the code server 270 is based on two commands: 

55 

• XDCS_REQUEST_GET_ROM_FILEJNFO; and 

• XDCS_REQUEST_GET_ROM_FILE_BLOCK. 
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Pen* «x«. to individual ° £££2 "If CZT.™ TZ? " ' eXam ' )te ' lhe 

bloc* into ,o <** Co d aa 2 « " t,« 1" *, C °™ m " a ' ' h * don9le " m ™"" e 6 » sl » »• 



REQUE S T__GET 

bmRequest 

bRequest 
wValue 
wlndex 
wLength 



_ROM_FILE_INFO 
= 1100001b 

(USB_DEVICE_TO_HOST | USB_VENDOR COMMAND I 

USB_COMMAND__TO_INTERFACE) ~ 

= 1 ( REQUEST J3ET_ROM_FILE_INFO) 
= 0 (unused) 

■ blnterf aceNumber 

= 6 (sizeof (XDCS__DVD_CODE_INFORMATION) ) 



REQUEST J3ET_ROM_FILE_INFO 

bmRequest = 1100001b 

(USB_DEVICE_TO_HOST|USB_VENDOR COMMAND I 
USB_COMMAND_TO_INTERFACE ) ~ 

wVa?ue St "m « T ^-^S^ET.ROM.EILE.BLOCK) 
wvaiue = block number to start transfer (each block 

is 1024 bytes) . 
wlndex = blnterfaceNumber 

wLength = number of bytes to get (may exceed Ik) . 

the 8-byte SETUP packet and s tatus packet are trivia, aPPr ° Ximately ° ne **• P er s «™ d - At 1 K block sizes, 
to read -onj . storage on hardware^ the S^cSSES? " ^ * ^ *°« 

playback code 610 into a buffer In th synch ronols S * ■[ aSynchronous deliv ^ of any or all of the DVD 
wateforthebytestoamVe. This mode SSK^^JjSl^ " *» C ° de 610 and 

In the asynchronous mode, the hardware ^3 th^ 

"XDCSDownloadCode-, is cal.ed t download Z^t^Z^S^ ^ ™' ^ ^ interface ' named 
face, named "XDCSDownloadCodeAsync" I 2 T 9 1* s y nchronous ™ d *- The third inter- 
mode. V ' ,S Ca " ed t0 download the code from the dongle 1 50 using the asynchronous 
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typedef struct JCDCSJ3VD_CODE_INF0RMATI0N 

WORD. • bcdVersion; // binary coded decimal version 

of code in XDCS device . 

DWORD dwCodeLength; // length of code on XDCS device 

in bytes. 

} XDCS JDVD_CODE_INF0RMATI0N , * PXDCS J}VD_CODE_INFORMATION ; 



DWORD 

XDCSGe tlnf ormation ( 

IN DWORD dwPort , 

OUT PDWORD pdwDevicelnstance, 

OUT PXDCS_DVD_CODE_INFORMATION pDvdCodelnf ormation 
) ; 

Routine Description: 

Gets the size and version of the code on an XDCS device 
(e.g., dongle 150) in port dwPort . 

Arguments : 

[IN] dwPorts - port of desired device. 

[OUT] pdv/Devicelnstance - handle for accessing device 

through XDCSDownloadCode 
or XDVSDownloadCodeAsync . 

[OUT] pDvdCodelnf ormation - information about the code on 

the device. 

Return Value: 

On success - ERROR_SUCCESS 

On failure - An error from winerror.h. 



Comments : 
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when h Se%s S d o^oad^ r > han P °" to *»»■*•• ">at 
function »t,™ ' " 13 Che same code ^at this 

this device and " ! £l h " Che user cou ld remove 

to XDCSOenjolatior^H f! rent ° ne beC " een the call. 

uia taiJ - Wlt n a meaningful error. 

DWORD 

XDCSDovmloadCode ( 

DWORD dwDevicelnstance, 
PVOID pvBuffer, 
ULONG ulOffset, 
ULONG ulLength, 
PULONG pulBytesRead 
) ; 

Routine Description: 

Downloads code from an XDCS device. 

Arguments: 

UNI dwDevicelnstance - instance obtained from 

tOUT] pvBuffer XDCSGetlnformation 

pvbutter . pointer to buffer to rece . ve 

[IN] uloffset . 0 C f ° f d s e et from start Qf cQde 

tIN] ulLenoth at v hlCh t0 begin ^wnload 

[OUT] pulBy?esRead " ° f bytSS t0 read 

pulBytesRead - number of bytes actually read 

Return Value: 

On success - ERROR_SUCCESS 

On failure - An error from winerror.h. 

Comments : 

oTunt!^ er^occurs.^ 6 °* ^ 

typedef struct _XDCS_ASYNC_DOWNLOAD_REQUEST 

DWORD dwDevicelnstance; // [IN] Instance Qf device fc6 

PVOID pvBuffer- 9 e t information for. 

utter, // [IN] pointer tQ buffer fchat 

receives code 
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ULONG ulOf fset; 



ULONG ulLength; 
ULONG ulBytesRead ; 
ULONG ulStatUS; 



HANDLE hCompleteEvent, 



} XDCS_ASYNC_DOWNLOAD_REQUEST, 
* PXDCS_ASYNC JDOWNLOAD_REQUEST ; 



//[IN] offset from start of 
code image at which to begin 
download 
//[IN] number of bytes to read 
// [OUT] number of bytes read 
// [OUT] status of download 

switches from ERROR_PENDING 
or ERROR_SUCCESS or an error 
from winerror.h when the 
transfer completes or an 
error occurs. 
//[IN\OUT] event to be signaled 
when the a sync request is 
complete. May be NULL on 
entry in which case the 
caller must poll ulStatus to 
determine when the operation 
is complete. 



DWORD 

XDCSDownloadCodeAsync ( 

IN OUT PXDCS_ASYNC_DOWNLOAD_REQUEST pXDCSDownloadRequest 
); 

Routine Description: 

Downloads code from an XDCS device. 

Arguments : 

[IN\OUT] pXDCSDownloadRequest - Async request block 

Return Value: 

On success - ERROR_PENDING 

On failure - An error from winerror.h. 

Comments : 

Use this method to get code without blocking the current 
thread . 



Operation 

[0045] Fig. 8 shows a startup process 800 for initiating DVD playback on the gaming system 100. The process will 
be described with reference to the implementation of the dongle and game console described in Figs. 2, 6 t and 7. The 
process 800 can be implemented in software, firmware, and/or hardware. In the case of software and firmware, process 
800 represents a set of operations that may be implemented as computer-executable instructions that can be executed 
by one or more processors. 

[0046] At block 802, the process begins when either the user loads an optical media disk into the tray of the game 
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[0047] If the disk is a DVD movie l\ p th* 

dongle 150 is attached (block 606) I^ZJ^SO^Z 8 ° 4) ' 9ame console dete ™'nes whether the 
movie. If it is absent (i.e., the "no" tS^^^^T^ *>! ,tot 1 1 ° t0 enab,e of 2 WD 

the dongle is needed to enable DVD movte DlaZcSn n 9 ° nS ° le dlSplays an error mes ^ge indicating that 
delay follows this message to enable ZLKS^TT ^ USer t0 insert the ^ (** 608) A s ort 
thede. ay , tneprocess ^ £ JJJ to ,n*rt he ^ or remove the DVD media (block 810). Followi g 

0048] AssumingthedtekinthetrayisaDVoll f e t ^ 

(i.e., the "yes" branch from block 806) the aame ™i t f h fr ° m block 804 ) and *• dongle is present 
different ways to i mpleme nt the process of Z^^^^TT^ »*~ «*°* *^ ^ 
game console 102. One approach is to download the DV^olauh ^ i fu ^i<>nafity from the dongle 150 to the 
>nto the game console. Another appmachTto download nun f k COde 610 e3Ch time the d °"9'* 1 60 is plugged 
the first time, and then store all or?po2 0 hep" S ^ S 61 ° "» d ° n9 ' e 150 fe '"-EE 
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0050, AtbtocksgoSand^.thegX^ T^T 
he game console and dongle to one anoLr. T^e^ 

that enables each component to verify the other's St ^ . ^ 15 ° 6XChan9e or data 
graphic technologies, such as public key exchanaes" or SE?' authent,cation Protocol may be based on crypto 
time the dongle is connected, 'ibis «2SK^2K As" Slar aUthemiCati ° n 
game console's ability to authenticate the code stored or Tine dlZ l T Ca " be based sole| y h the 

code ,s digitally signed and then encrypted with E^^LES 2 d ° Wn,oaded to *• Uame console. The 
loaded, the game console authenticates the va.W 2 ZTcoTZelT? 9 ™"* ^ As the code * En- 
code and verifying the signature. V ° de 33 belon 9'ng to an authentic dongle by decrypting the 

"OM608^^ 

c^e servers, which in response i^S^S^ f^T™*™ n * h0d ^ ^h 

he ROM 8 ' 26 °' ° 0de ima9e - At block 908 . «ta^£^u2SE° COmmand t0 ° btain thS COde ver " 
the ROM image stored in ROM 608 The donni* n a «» t ads the version and length from the start of 

« 10052] At block 91 2. the game cansoTe 1 02 reauZ baCk t0 the 9 ame 1 02 (block ^0) 

blocks to the game console. 9 mware 614 retneves the specified block(s) and returns those 

stored in volatile RAM 206 (block 920). At block 922 h To 1Z , ' S aUthentiC The ^Wted blocks are 
- have been downloaded from the dong e. If not e the ITZZZ TT™ ^ a " of the desi * d blocks 
or more additional blocks. ( " th6 00 branch from bl °<* 922), the game console requests one 

Option 2: Download Once anri Stnrn 

mm n, — a Pr _, MO(0(do „, OMngtheDVDp|ayMcode6toffieMtoetetogte ^ 
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inserted into console slot 110, and storing the code in non-volatile memory in the game console. Where appropriate, 
the operations are aligned beneath headings to represent which device might perform them. The process 1000 can 
be implemented in software, firmware, and/or hardware. 

[0056] At blocks 1 002 and 1 004, the gaming system may optionally implement an authentication protocol to authen- 
5 ticate the 'game console and dongle to one another. At block 1006; the game console determines whether this is the 

first time the dongle 150 has been inserted into the game console. If it is (i.e., the "yes" branch from block 1006), the 

game console downloads the DVD playback code 61 0 from the dongle 1 50 (blocks 1 008 and 1010). This downloading 

may be accomplished using the APIs and two-command protocol, as described above as blocks 906-916 in Fig. 9. 

[0057] As the code is received, the loader 272 decrypts the code (block 1 01 2) and permanently stores the code in 
10 non-volatile memory, such as in a partitioned region on hard disk drive 208 (block 1014). At block 1016, the game 

console executes the DVD playback code stored in non-volatile memory to enable playback of the DVD movie. If the 

dongle is removed, the code remains stored at the game console. 

[0058] With reference again to block 1006, if the dongle is subsequently reattached and thus the attachment is no 
longer the first time (i.e., the "no" branch from block 1006), the game console requests a randomly selected block of 

15 code from the dongle (block 1018). The dongle firmware retrieves the block and returns it to the game console (block 
1020). The game console compares the retrieved block with the same block stored in non-volatile memory. If the two 
match (i.e., the "yes" branch from block 1 024), the code and dongle are verified. The game console then executes the 
DVD playback code stored in non-volatile memory to enable playback of the DVD movie (block 1016). If the code 
portions fail to match (i.e., the "no" branch from block 1 024), the game console presents an error message and inhibits 

20 playback by not executing the locally stored copy of the DVD playback code. 

Conclusion 

[0059] Although the invention has been described in language specific to structural features and/or methodological 
25 acts, it is to be understood that the invention defined in the appended claims is not necessarily limited to the specific 
features or acts described. Rather, the specific features and acts are disclosed as exemplary forms of implementing 
the claimed invention. 



30 Claims 

1 . A console-based gaming system, comprising: 

a game console having a memory and an optical disk drive to read optical disks; 
35 a dongle separate from, but operably couplable to the game console, the dongle storing DVD playback code 

to enable DVD playback of a DVD movie loaded in the optical disk drive of the game console; and 
software that, when executed on the game console, retrieves the DVD playback code from the dongle and 
load the DVD playback code in the memory of the game console. 

40 2. A console-based gaming system as recited in claim 1 , wherein the memory comprises volatile memory, and the 
software is stored in the volatile memory. 

3. A console-based gaming system as recited in claim 1 , wherein the memory comprises non-volatile memory, and 
the software is permanently stored in the non-volatile memory. 

45 

4. A console-based gaming system as recited in claim 1 , wherein the dongle couples to the game console via a 
Universal Serial Bus (USB), and the software facilitates transfer of the DVD playback code across the USB. 

5. A console-based gaming system as recited in claim 1 , wherein the software is configured to request individual 
so portions of the DVD playback code. 

6. A console-based gaming system as recited in claim 1 , wherein the software comprises: 

a code server to request the DVD playback code from the dongle and facilitate transfer of the DVD playback 
55 code across an interface between the dongle and the game console; and 

a loader to decrypt the DVD playback code and store the DVD playback code into the memory. 

7. A game console for playing games store on optical memory disks, comprising: 
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an optical disk drive to read optical memory disks- 
non-volatile memory; 

coupled to the game console, and to Iao»«.te3oTofmi 23? , "5" j*' Pe, *"' 6r "' devlc> 18 "W* 

,0 mrrrm™ no ^ 

' InSfflSsI, me" D^ckc^f " "* S8n,e ' pTO9r,m fe to reoeee, end transte, 

"ll^ea™.,^^^^^^ 

14. A computer-readable eiedium as recited in claim 13 l.,nn„ 

»hen executed by a eonsol^baaed ^t^'^TTTL°°^- mc °^ ins ""*>" s «* 
playback code in non-»olatile morne^. W ' ** "* c0 ™*- b «»od gaming system to store tbe DVD 

playback code in volatile memory. 9 * ' dlreCt the conso| e-based gaming system to store the DVD 

console-based gaming system to decrypt the DVD playback ! code C ° nsole - based 9 amin 9 system, direct the 

1? " *^eS computer-executable instructions that, 

Peripheral. 9 m ' ng system ' d,rect the console-based gaming system to authenticate the 

50 18. A console-based gaming system comprising: 

the computer-readable medium as recited in claim 13- and 
a processor to execute the computer-executable instructs. 

55 19-A ™i~ 

the cod^ « « code image stored in memory on the peripheral, 
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a second command to access one or more of the pre-sized blocks of code and facilitate transfer of the one or 
more pre-sized blocks of code to the host device. 

20. A protocol as recited in claim 19, wherein the first command has a SETUP packet defined as follows: 

COMMAND NAME 

bmRequest= 1100001b 
to bRequest = 1 

wValue = 0 

wlndex = blnterfacelMumber 
wLength =6 

15 

21. A protocol as recited in claim 19, wherein the second command has a SETUP packet defined as follows: 



COMMAND NAME 

bmRequest= 1100001b 
bRequest = 2 

wValue = block number to start transfer 
wlndex = blnterfaceNumber 
wLength = number of bytes to get 



22. An application program interface for use in a console-based gaming system, the application program interface 
30 being embodied on a computer-readable medium and having methods for performing the following functions: 

obtaining a size and version of DVD playback code stored on a peripheral device operably coupled to the 
console-based gaming system; 

synchronously transferring the DVD playback code to the game console; 
35 asynchronously transferring the DVD playback code to the game console; and 

wherein when the DVD playback code is transferred and stored at the consoie-based gaming system, the 
console-based gaming system is enabled to perform DVD playback. 

23. In a console-based gaming system having a game console and a peripheral device that can be alternatively at- 
40 tached to or detached from the game console, a method comprising: 

requesting DVD playback code stored on the peripheral device; and 

facilitating transfer of the DVD playback code stored on the peripheral device to the game console; and 
executing the DVD playback code at the game console to enable DVD movie playback on the consoie-based 
45 gaming system. 

24. A method as recited in claim 23, further comprising utilizing a high-level bus protocol to support the requesting 
and the facilitating. 

so 25. A method as recited in claim 23, wherein the requesting comprises: 

obtaining a size and version of the DVD playback code; and 
requesting one or more blocks of the DVD playback code. 

55 26. A method as recited in claim 23, further comprising storing the DVD playback code in volatile memory on the game 
console. 

27. A method as recited in claim 23, further comprising authenticating the peripheral device. 



13 



EP 1 369 152 A2 

28. A method for operating a console-based gaming system, comprising: 

requesting one or more blocks of the DVD playback code' 
receiving the one or more blocks of the DVD playback code- 
decrypting the one or more blocks of the DVD playback code- 
stonng the one or more blocks of DVD playback code- and 
executing the DVD playback code. 

29. A method as recited in Cairn 28, wherein the storing comprises storing the DVD playback code in volatile memory. 

30. A method as recited in claim 28, further comprising authenticating the peripheral device. 

in response to the peripheral dongle being attached to the game console for a first time, 

downloading DVD playback code from the peripheral dongle to the game console- 
stonng the DVD playback code in non-volatile memory- ' 
executing the DVD playback code to enable playback of DVD 

movies on the console-based gaming system- 

in respoo,. ,o to. pertphera, „o„ gl e p, ing subse< , uenlv attached ,„ ,„„ ^ M ^ ^ ^ ^ 
Proving a portion of th, DVD pCaytaok code s,o,od on the porlphoral Ooo* 

irss^jcs* exeo * 9 *• dvd **** - * ,o snabi9 - ™° 
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